Repository of Aalen University . Aalen University

of Applied Scienc

Ontology-based representation of compliance
requirements for service processes

Rainer Schmidt, Christian Bartsch, Roy Oberhauser

Suggested citation:

Schmidt, R., Bartsch, C. and Oberhauser, R. (2007), “Ontology-based representation of com-
pliance requirements for service processes”, Proceedings of the Workshop on Semantic
Business Process and Product Lifecycle Management (SBPM 2007), held in in conjunction
with the 3rd European Semantic Web Conference (ESWC 2007), pp. 28-39.



Ontology-based representation of compliance requirements
for service processes

Rainer Schmidt
Aalen University
Beethovenstrafle 1, 73430 Aalen, Germany
Rainer.Schmidt@ htw-aalen.de

Christian Bartsch
Information Process Engineering (IPE)
Research Center for Information Technologies (FZI)
Haid-und-Neu-Str. 10-14, 76131 Karlsruhe, Germany

bartsch@fzi.de

Roy Oberhauser
Aalen University
Beethovenstrafse 1, 73430 Aalen, Germany
Roy.Oberhauser@htw-aalen.de

Abstract: Service processes are becoming increasingly essential in modern
economies as traditional, production-oriented industries decline. When comparing
service processes to standard business processes, a major distinction is that the
quality of their result, i.e., the service produced, cannot be measured in advance.
Therefore, the compliance of the service process with quality standards plays an
important role in convincing the customer that the services rendered will result in
the quality specified. However, the check for compliance is still a tedious task. To
address this situation, an ontology-based approach for representing service
processes and checking their compliance is proposed. It is based on two
ontologies: one to represent the service processes and the other to store the
compliance requirements. The process representation ontology uses three so-called
views to appropriately represent the service processes. The ontology for storing the
compliance requirements differentiates syntactic, semantic and pragmatic
requirements.

1 Introduction

Service processes are processes that produce services. Their significance is increasingly
growing in modern economies as traditional, production-oriented industries decline. An
important difference of service processes when compared to standard business processes
is that the quality of their outcome, i.e., the service produced, cannot be measured
beforehand [BuSc06]. This is due to the fact that services cannot be produced in advance
because they cannot be stored. On the contrary, material products can be tested before
they are used since it is possible to store them. Therefore, it is vital to convince the
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potential customer that the services rendered will result in the quality specified
[BuSc06]. The quality of a service to be provided can only be estimated by checking if
the process used to provide it is in compliance with quality standards, such as ISO 20000
[ISO20000]. Standards such as ISO 20000 are a kind of abstract specification which
define compulsory elements and structures of a process necessary to provide the
services in the quality required. However, they do not specify the service processes in
full detail because there are different ways to achieve a certain level of service quality.
Thus, there is a large divide between the quality standard and the service process, similar
to the IT / process divide described in [HLDWO5]. As a consequence, the effort to check
whether a service process is in compliance with standards such as ISO 20000 is rather
high.

Thus this paper provides an approach to appropriately represent compliance
requirements and to provide a vision how to reduce the effort for checking the
compliance of service processes with quality standards such as ISO 20000. Two
ontologies [Grub95] are used. The process ontology is the basis for the ontology-based
representation of the service process; the compliance ontology represents the compliance
requirements the service process has to fulfill. The paper proceeds as follows: Section 2
shows how to represent service processes using an ontology-based approach. Section 3
defines the representation of compliance requirements in an ontology. The checking for
compliance and the implementation is described in Section 4. Section 5 deals with the
analysis of related work. Finally a summary and an outlook are given.

2 Process Ontology

As already stated in [HeRo07], a process is more than the mere connection of activities.
Thus, it is necessary to reason about the appropriate representation of service processes,
because they contain additional elements when compared with standard business
processes. Two kinds of additional elements will be identified later on: interactions and
resources.

In most business processes the customer is only interested in the outcome of the process
but not in the process itself. On the contrary, in service processes, there are many
interactions between the service provider and the customer as well as third party service
providers. These interactions often have to follow predefined patterns and have to be
documented to serve as proof in latter disputes. Thus, it is necessary to appropriately
represent these interactions as shown in Figure 1. Interactions connect two activities: one
is executed by the service provider and the other by the service client. Between both, a
multitude of communication acts may take place which often cannot be fully specified.
For example, the clearing of documents requires frequent interactions between the
participants. Neither the type of dialog (telephone, e-mail, etc.) nor the interaction
frequency can be specified in advance. However, key events, such as the transmission of
documents and their clearance can be specified. Therefore, the internal behavior of
interaction is defined by event-condition-action rules. They describe the condition to be
tested when a certain event occurs and the action to be taken if the condition is met. The
starting and ending points of interactions are defined using pre- and post-conditions. The
pre-conditions specify the circumstances that need to be fulfilled to start the interaction.



The post-condition specify the results that have to be obtained before the interaction can
be regarded as completed.
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Figure 1: Interactions

Service processes differ from traditional business processes because they extensively use
external resources, both from the customer and third party service providers, which have
to be appropriately integrated and administered [ZdHe05]. For example, before
configuring a customer’s computer system, the administrative privileges must have been
granted. In addition, if external resources are no longer available but needed for service
providing, a procedure to correct these errors has to be started. Finally, customer
resources that were used for service providing need to be returned when the service has
been completed. In order to properly represent changes in the resource view, adding,
changing, and removing resources needs to be a simple process.

The discussion about the proper representation of service processes does not only
include the “what” but also the “how”, because intermixing independently evolving
process elements causes a multitude of side effects. One example for the mixture of
views is the “flow dependence” of application programs described by [LeRo97]. Flow
dependence means that application programs contain a predefined control flow, making
them inflexible to business process changes. To avoid the intermixing of independently
evolving functionality, a view-oriented approach is chosen to represent the service
processes in an ontology. Views are sets of process elements to mirror aspects of reality
evolving completely independent of each other. To appropriately represent service
processes, interactions and resources are represented as separate views. Additionally,
five basic views are used to organize the process elements common to business
processes. They are the functional, operational, control, informational, and
organizational view as identified in [Jabl94]. The functional view describes the goal of
the process. The operational view specifies activities executed during the process. The
control view defines the preconditions for certain activities. The informational view
specifies the information exchange that takes place between activities. Schema, schema
elements, and relations are the elements of the informational view. The organizational
view associates roles with activities. As these views have been extensively analyzed in
research, e.g., [JaBS97], [Jabl94], [BKKRO3], they are not discussed here.

An ontology for ontology-based process modeling has to reflect the semantics of the
service processes. As a result, the process ontology is organized in three layers as shown
in Figure 2, displaying a part of the incident management process of ITIL [ITSMO04].



The visual representation follows the suggestions made in [BVELO04]. The layers define
the abstraction levels of the ontology. The first layer is called meta layer. It defines the
concepts for describing the views in the second layer. Using this approach, extensibility
is achieved, allowing easy integration of additional views in the second layer via the
concepts of the basic layer. The second layer is called view layer. In the second layer,
views and their elements are defined using the concepts defined in the first layer. Seven
views are defined in the view layer: functional, operational, control, informational,
organizational, interaction, and resource. The concrete process element classes are
defined in the third layer, which is called the process layer. The instances of the process
element classes are used to create the ontology-based process representation.
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Figure 2: Structure of the ontology

Ontologies are defined using OWL [McHa04]. A one-to-many relationship is used
between process element classes in the process layer and the instances in the ontology-
based process representation. This is crucial for detecting synonyms and homonyms if a
process element appears several times, as shown in Figure 3. The one-to-many
relationship permits expressing the semantic identity or non-identity of process
elements'. Synonyms in the ontology-based process representation can be detected
because process elements with different names point to the same concrete process
element class. Homonyms can be found by detecting that two process elements of the
same name point to different process element classes.

! Other approaches such as [ThFe06] use a one-to-one relationship which does not support the
detection of synonyms and homonyms.
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Figure 3: Detection of synonyms and homonyms

The process layer contains not only is-a relationships but also a part-of hierarchy. Is-a
relationships allow unambiguously classifying each element of the process model. Part-
of relationships allow representing aggregations. For example, it is possible to define the
role “Incident Manager” as part of the section “Incident Team”.

3 Compliance ontology

Compliance standards, such as ISO 20000, define objectives that have to be fulfilled by
the service processes to assure a certain quality of the services provided. These
objectives have a set of supporting requirements, which may be syntactic, semantic, or
pragmatic. Syntactic requirements contain rules for the description of the service
processes. For example, they postulate that each activity needs to be associated with a
role, which is responsible for the activity. Semantic requirements demand the existence
of certain objects or structures in the process definition. For example, they postulate the
existence of a certain kind of document, such as a service report. Pragmatic requirements
describe goals that have to be realized within the process. Syntactic and semantic
requirements can be verified automatically or at least semi-automatically. Pragmatic
requirements can only be verified manually.
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Figure 4: Types of compliance requirements

3.1 Syntactic Requirements

Syntactic requirements are rules defining which model elements have to be used or may
be used for the definition of service processes. Therefore, they can be thought of as a
“meta model” for the models of service processes. Syntactic requirements can be easily
expressed via logic operators. For example, the rule “responsible role required for each
activity” can be expressed as follows

activity(a) = d r role(r) A responsible(a,r)

Syntactic requirements can be directly represented in an ontology. E.g., in order to
express that a responsible role needs to be assigned to each activity, a property
“responsible” is defined, with activity elements as the domain and roles as the range.

3.2 Semantic requirements

Semantic requirements postulate the existence of certain structures or objects in the
service process. Semantic requirements can be further differentiated into assertion
requirements, structure requirements and action requirements as shown in Figure 5.
Assertion requirements define conditions, which have to be matched. It is not specified
who has to assure that the condition is met. For example, ISO 20000 defines that
“service levels shall be monitored”. This can be expressed formally as follows

servicelevel (s) = monitored(s)

Action requirements define actions to be made. An action is comprised of a role,
responsible for the action, a verb that describes the action and the object of the verb. For
example, ISO requires that “management shall conduct reviews”. The responsible role is
“management”, “conduct” is the verb and “reviews” are the object.

Structure requirements define structures, which have to exist in the process to be
compliant with the objective. Structure requirements consist of structure elements, which

may be nested. Structure requirements define structures that must exist in the process to



be compliant with the objective. Structure requirements consist of structure elements that
may be nested.

For example, ISO 20000 requires the creation of so-called service reports and defines the
content of a service report: it should contain the performance towards service level
targets, trend information, etc.
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Figure 5: Semantic requirements

The OWL-code to represent the ISO 20000 requirement that the management shall
conduct reviews is shown below:

<owl:Class rdf:ID="Requirement_Conduct_Reviews">
<owl:equivalentClass>
<owl:Class>
<owl:intersectionOf rdf:parseType="Collection">
<owl:Restriction>
<owl:hasValue>
<Object rdf:ID="Reviews"/>
</owl:hasValue>
<owl:onProperty>
<owl:FunctionalProperty rdf:about="#action_object"/>
</owl:onProperty>
</owl:Restriction>
<owl:Restriction>
<owl:onProperty>
<owl:0ObjectProperty rdf:about="#action_role"/>
</owl:onProperty>
<owl:hasValue>
<Role rdf:ID="Management">
<is_member_of>
<Section rdf:ID="Section_19"/>
</is_member_of>
</Role>
</owl:hasValue>
</owl:Restriction>
<owl:Restriction>
<owl:onProperty>



<owl:0ObjectProperty rdf:about="#action_verb"/>
</owl:onProperty>
<owl:hasValue>
<Verb rdf:ID="conduct"/>
</owl:hasValue>
</owl:Restriction>
</owl:intersectionOf>
</owl:Class>
</owl:equivalentClass>
<rdfs:subClassOf rdf:resource="#Action_Requirement"/>
</owl:Class>

3.3 Pragmatic requirements

Pragmatic requirements define abstract goals to be achieved. An example is the
requirement in ISO 20000 to “communicate the importance of meeting service
management objectives and the need for continuous improvement”. The representation
of such requirements is very difficult in a machine-readable and especially in a verifiable
way. This is because the action outcome does not result in structures that can be
represented by a machine, but rather are effects outside the computer system. A possible
solution is endorsement. Thus, the effects of actions are not directly measured, but rather
the endorsements of people involved.

4 Application scenario

A possible application scenario is the check whether a service process, such as the
incident or problem management process [ITSMO04], complies with the ISO20000
standard. To do so, the service process is transformed into an ontology-based process
representation using the process ontology. For performing the check of compliance, the
property of ontologies is used that the membership to an ontology class is not only
defined by instantiation, but also declaratively by checking the necessary and required
conditions of a class. That means the membership to a class is assigned to an object if the
object fulfills all necessary and required conditions of the class. Therefore, all process
elements are associated to the compliance ontology, and thus it is checked whether they
fulfill the necessary and required conditions of classes in the compliance ontology, as
shown in Figure 6. This concept is called realization [SPGKO06]. Generally speaking, it is
the procedure to find the most specific class an instance belongs to. Realization is
supported by reasoners such as Pellet [SPGKO06].
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Figure 6: Application scenario

After the reasoner has classified all process elements, the compliance requirements,
which are fulfilled, are associated with instances. The compliance requirements, which
are not met, have no instances associated. By this means it is possible to determine the
set of fulfilled compliance requirements. The concepts defined so far were implemented
with the Protégé tool [PROT] and the Pellet reasoner.

5 Related work

There are several areas of related research: the ontology-based representation of business
processes and meta-models, the modeling support for service processes, and the view-
oriented modeling of processes and workflows.

An important area of related work is the ontology-based representation of business
processes and meta-models. An ontology-based approach for formalizing Petri-net-based
business processes is given in [KoOb05]. The ontology-based representation of event-
driven process chains (epcs) is proposed in [ThFe06]. Both approaches use ontologies
for the representation of business processes, but lack the support of service processes.

A first approach to verify business processes against compliance standards has been
made in [SoHa06]. A reference model based approach is presented in [KiFo02]. Yet no
further details are given on the ontology structure and the procedures for checking
compliance. The semantic alignment of business processes using ontologies is described
in [BEKOO06]. Ontologies are also used to represent the types of modeling methods in
[RoGr02], [RolGO04]. in [HeRo07] and [HLDWOS5] and the basic structure for
representing business processes by ontologies is described, however no further details
are given.

Service process models have been analyzed by two groups of authors. The support and
the modeling of service processes using a coarse-grained architecture is discussed in
[KIWe01], [WeKl104], [WeKI103]. A view-oriented approach for the modeling of service
processes is presented in [Schm06]. In [B6JKO03] a modularization approach for services
in the information technology business is proposed.

This work is based on modeling business process aspects and its relations to each other
utilizing the Unified Modeling Language to allow a simpler operationalization of



business process reference models. [BWFKO04] has designed and developed a simple
layer-based model for managing service data. The proposed model is a first step towards
ontology.

The view concept is also included in modeling methods, such as ARIS [Sche91], or
programming concepts, such as aspect-oriented programming [Kicz96]. It has been
described for a range of applications, such as for specifying inter-organizational
workflows [BKKRO3] or supporting business processes and cross-organizational
business processes [Schm03].

6 Conclusions

This paper has introduced an ontology-based approach to represent service processes and
their compliance requirements. Thus, it lays the foundation for verifying the compliance
of service processes. Two ontologies were defined: The process ontology defines the
concepts needed to represent service processes. The compliance ontology contains
concepts to represent objectives and requirements for compliance standards. Three types
of compliance requirements have been identified: syntactic, semantic, and pragmatic.
Syntactic requirements can easily be represented by constraining the properties used for
connecting the process elements. Semantic requirements can be further differentiated
into assertion, action and structure requirements. Assertion requirements define
conditions which have to be met. They consist of a verb and an object. They do not
specify directly who is responsible for the condition Action requirements define actions
to be performed as part of the process. An action is comprised of a verb and an object of
the verb. Structure requirements define structures that must exist in the process in order
to be compliant. Requirements can be checked by applying a reasoner to the ontology-
based process representation. Requirements are checked by the classification of process
elements. Compliance requirements, which are instantiated, are met. By this means it is
possible to determine the set of fulfilled compliance requirements.
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